
_

(MI)

(PSM)

: HazOp

: QRA

/ : RAM

SIS: LOPA; 
SIL verification

& validation 

/ : RBI

RCM
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44.1%
Specification

20.6%
Changes after 
commissioning

14.7%
Operation & 
maintenance

5.9%
Installation & 
commissioning

14.7%
Design & 

implementation

Failures by lifecycle
phase

HSE “Out of Control” publication

Title:  Functional safety of electrical,
electronic & programmable

electronic safety-related systems….

A seven Part international standard covering
all safety lifecycle activities...concept...... 

specification...design...implementation…operation
maintenance & modification

IEC 61508
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IEC 61508 7
1

• SIL

2 / /
• 7

3
• 7

4

5

6 2 3

7
•

Standalone

IEC 
61508

Compliance 
to IEC 61508

Systems, components 
& subsystems to 

IEC 61508

IEC 62061: Machinery

IEC 61511: Process

IEC 61513: Nuclear

Sector & product implementations

Product (power drives)

Compliance 
to IEC xxxxx

IEC 61508
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IEC 61511 3
1

• SIS

2 1
• IEC61511 1 SIS

3
•

IEC 61511 SIS
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•
• (LOPA)
• (Functional Safety)
• (SIF)
• (SIL)
• (SRS)

 ( / ) 
 5.3E-6 

1990 2.8E-6 
 2.0E-5 
 4.2E-5 
 2.4E-4 

 5.0E-5 
 1.1E-4 

 2.0E-4 
 2.8E-3 

 3.6E-3 
 

You Must Know Both F & CYou Must Know Both F & C
To Make Informed Decisions
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- (Risk Matrix)

1 2 3 4 5 6 7 8

7 4
SIL1

5
SIL2

6
SIL3

7
SIL4

7
B

7
B

7
B

7
B

6 3
A2

4
SIL1

5
SIL2

6
SIL3

7
SIL4

7
B

7
B

7
B

5 2
A1

3
A2

4
SIL1

5
SIL2

6
SIL3

7
SIL4

7
B

7
B

4 1 2
A1

3
A2

4
SIL1

5
SIL2

6
SIL3

7
SIL4

7
B

3 1 1 2
A1

3
A2

4
SIL1

5
SIL2

6
SIL3

7
SIL4

2 1 1 1 2
A1

3
A2

4
SIL1

5
SIL2

6
SIL3

1 1 1 1 1 2
A1

3
A2

4
SIL1

5
SIL2

- (Severity)
/ ( ), 

NTD( )

7 (Extra 
Catastrophic)

50 100
1,000,000bbl oil spill

5
( F-N Curve )

6 (Catastrophic) 5 50 10 100
100,000bbl oil spill

1 5
( F-N Curve )

5 (Extensive) 2 5 3 10
10,000bbl oil spill

5( F-N Curve
)

4 (Serious) 1 5 3000 3

3 (Considerable) 1
5

5

300 3000

2 (Marginal) 1 5 30 300 ( )

1 (Negligible) 1 3 30
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- (Likelihood)

8 1
7 10-1 1

6 10-2 10-1

5 10-3 10-2

4 10-4 10-3

3 10-5 10-4

2 10-6 10-5

1 10-7 10-6

Tolerable Risk Target

( /year)
7 (Extra Catastrophic) 10-7

6 (Catastrophic) 10-6

5 (Extensive) 10-5

4 (Serious) 10-4

3 (Considerable) 10-3

2 (Marginal) 10-2

1 (Negligible) 10-1
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www.chemicalsafety.org.cn

Dike Passive protection layer

Emergency response layer
Plant and
Emergency 
Response

Process
Value Normal behavior

Basic
Process
Control
System

Process control layer

Operator
Intervention

Process control layer
By APC or Ams

Process alarm

Process
Shutdown

Trip level alarm

Safety
Instrumented
System

Safety layer
Emergency
Shut Down

Relief valve,
Rupture disk Active protection layer

Prevent
(Pre-warning

Predicted
by APC;

Corrected
by AEC)

Mitigate

x   x 

Taking the process to a safe state 
when  predetermined conditions are violated
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Example
Safety function: In order to prevent the rupture of pressure vessel “X”, 
valve “Y” should open in 2 seconds when the pressure in the vessel rises 
to 2.6 bar. 
Safety integrity:  The safety integrity of the safety function shall be SIL 2

Example

Safety 
function “what has to be done”

Safety 
integrity of

safety 
function

the “safety performance” of the 
safety function”; 

Safety Integrity 
Level

IEC61508 
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SIL1 SIS

BPCS
Controller

BPCS
Controller

BPCS
Controller

“User Approved 
Safety” PES
Logic Solver

Final Control
Element

Sensor

BPCS
HMI

Data highway communications
BPCS

SIS

Note 1

Note 2
Note 3

Notes:
1. Communications between SIS and data highway adheres to separation criteria
2. SIS HMI is not shown
3. No data highway communications are permitted between the sensors and the final control element of an SIS. 

Sensors and final control elements that are interlocked to each other will be direct-wired to the same SIS logic 
solver

4. Availability Range: about 0.99
Logic Diagram

Sensor Final Control Element
PES

Structure

Logic
Solver

SIL2 SIS

BPCS
Controller

BPCS
Controller

BPCS
Controller

“User Approved 
Safety” PES1
Logic Solver

(Note 5)

Final Control
Element 1
(Note 5)

Sensor 1
(Note 5)

BPCS
HMI

Data highway communications
BPCS

SIS

Note 1

Note 2
Note 3

Notes:
1. Communications between SIS and data highway adheres to 

separation criteria
2. SIS HMI is not shown
3. No data highway communications are permitted between the 

sensors and the final control element of an SIS. Sensors and final 
control elements that are interlocked to each other will be direct-
wired to the same SIS logic solver

4. For diagnostic purposes, redundant sensor values are available to 
each logic solver and/or the BPCS

5. Sensor, logic solver, and/or final element may be redundant as 
availability and and reliability

6. Availability Range: about 0.99 to 0.999

Logic Diagram (Note 5)

Structure
Logic
Solver

Note 4, 5

Symbol A AND Gate

A

A
Final Control

Element 2
(Note 5)

“User Approved 
Safety” PES2
Logic Solver

(Note 5)

Sensor 2
(Note 5)

Sensor
1 (and 2)

Final Control Element
1 (and 2)

PES1 / PES2
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SIL3 SIS

BPCS
Controller

BPCS
Controller

BPCS
Controller

“User Approved 
Safety” PES1
Logic Solver

Final Control
Element 1

Sensor 1

BPCS
HMI

Data highway communications
BPCS

SIS

Note 1

Note 2
Note 3

Notes:
1. Communications between SIS and data highway adheres to 

separation criteria
2. SIS HMI is not shown
3. No data highway communications are permitted between the 

sensors and the final control element of an SIS. Sensors and final 
control elements that are interlocked to each other will be direct-
wired to the same SIS logic solver

4. For diagnostic purposes, redundant sensor values are available to 
each logic solver and/or the BPCS

5. Caution: PES1 & PES2 are not SIL 1 PESs. See the special 
requirements shown herein

6. Availability Range: about 0.999 to 0.9999

Logic Diagram

Structure
Logic
Solver

Note 4

Symbol A AND Gate

A

A Final Control
Element 2

“User Approved 
Safety” PES2
Logic Solver

Sensor 2

Sensor
1 and 2

Final Control Element
1 & 2

PES1 / PES2

Note 4

Logic
Solver

Sensor
1 and 2

Final Control Element
1 & 2

PES2 / PES1

IEC 61511 SIS
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(Layer of Protection Analysis )

( 1 x 10-6/
)

(IPLs) :DCS SIS

(IPLs) (PFD)

IEC 61511-3 F: 

PFD 1 x 10-2

( )
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CCPS: LOPA 

DCS DCS
IPL

DCS DCS

DCS
DCS IPL

(IPLs)
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(LOPA)

= 
(IPLs) (PFDs)

IEC 61511-3 F – LOPA

138



IEC 61511-3 F – LOPA
F.3

F.1 HAZOP
1

IEC 61511-3 F – LOPA
F.5

F.1 3
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(1/3)

(Valves) (1/yr)

1 (Check valve fails to check fully) 1

2 Check valve sticks shut 0.01

3 (Gasket or packing blows out) 0.01

4 (Regulator fails) 0.1

5 (Safety valve opens or leaks through badly) 0.01

6 (Spurious operation of motor or 
pneumatic valves - all causes)

0.1

(Vessels and Tanks) (1/yr)

1 (Atmospheric tank failure) 1 x 10-3

2 (Sphere BLEVE) 1 x 10-4

3 ( 2")(Small orifice ( 2") vessel release) 1 x 10-3

(2/3)

(Utility) (1/yr)

1 (Cooling water failure) 0.1

2 (Power failure ) 1

3 (Instrument air failure) 0.1

4 ( ) (Nitrogen (or inerting) system failure) 0.1

(Machinery Failure) (1/yr)

1 (Pump seal fails) 0.1

2 ( )(Pumps and other rotating 
equipment with redundancy (loss of flow))

0.1

3 (Cooling fan or fin-fan stops) 0.1

4 (Motor-driven pump or compressor stops) 0.1

5 (Overspeed of compressor or turbine 
with casing breach)

0.1
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(3/3)
(Operator Error) (1/yr)

1 - ( )(Operator error-no stress (routine 
operations))  

0.1

2 - ( )(Operator error-stress 
(alarms, startup, shutdown, etc.))

1

(Instrumentation Failure) (1/yr)

1 BPCS (BPCS loop fails) 0.1

(External Events) (1/yr)

1 (Lightning hit) 0.001

2 (Large external fire (all causes)) 0.01

3 (Small external fire (all causes)) 0.1

IEC 61511-3 F – LOPA
F.7 (1/2)

PL /

IPL ( F.9)
F.1 5

F.1 5 BPCS
BPCS

F.1 5

F.4 PFDavg
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IEC 61511-3 F – LOPA
F.7 (2/2)

PFDavg

1.0  x10-1

( , ) 1.0  x10-4~ 1.0  x10-2

( ) 0.5 ~ 1.0
1.0  x10-1

1.0  x10-4

F.4  ( ) PFDavg

IEC 61511-3 F – LOPA F.8

•
•
•

•
•
•

LOPA PFD
F.1 6
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IEC 61511-3 F – LOPA IPL F.9
F.1 7 IPL

PL IPL
• 100
• 0.9
•

a) IPL

IPL
b) IPL
c) IPL

d)

IPL

Sprinkler system 5 10-2
VESDA 5 10-2
Automatic CO2 system 5 10-2
Relief valve 1 10-2
Rupture disc / Relieving door 1 10-2
Blast wall 1 10-3
Fireproofing 1 10-2
Tank overflow line 1 10-2
Dike 1 10-2
Drainage system 1 10-2
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IEC 61511-3 F – LOPA
F.10

F.1 4 PFD
F.1 5 7
/ F.1 8

PL

SIS

F.1

SIS

IEC 61511-3 F – LOPA
F.11 & F.12

F.11

• SIF

SIF PFDavg SIS
9

F.12

• 8 9
10
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HazOp Example -1.1
/

/ F-3001 1.F-3001
FT-

3003A~C(2oo3)

IS-3009
F-3001

2.F-3001
TAHH-3007
TI-
3005/3006/300
7

5 2 3 1.CHECK 
FALL-3003

2. FT-
3003A~C(2oo
3)

IS-
3009 F-
3001

SIL 1

HazOp Example -1.2
/

R-3003 1. S31/32

2.

3. TI-3009

4 4 4 R-3003
TE-3009
TT-3009

TT
IS(2oo3)
IS-3009
F-3001

PV-3034. 

SIF
SIL 1
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HazOp Example -1.3
/

1.TT/TIC/JC-
3003 
2.
3. /

1.F-3001

2. R-3003

1.F-3001
TE-3007A/B
TE-3005A/B

IS-3009
F-3001
2.F-3001

TT-
3068A~C(2oo3)

IS-3009
F-3001

5 2 3

HazOp (LOPA) -1

F-3001 5 1E-1 0.1 0.1
(TIC-
3003)

0.1
(TAHH-
3007
TI-
3005/3
006/30
07

)

1 1 1E-4 1E-1
(SIL 1)

1E-5

R-
3003

, 

4 1E-2 0.1 1 1 1 1 1E-3 1E-1
(SIL 1)

1E-4
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HazOp Example -2
/

/ 1.FT/FIC/FV-E
201

2.

P-3710A/B

3.LT/LIC/LV-E4
01

1.FIRSA-R101

HV-R101
HV-R102

2.

3.

5 3 4 1.TIC-R107A~
D/TIC-R110A~
D

IS-01

SIL2 2.
HV-R102
LS3

3.HV-R101
(TSO)4

4.
P-3710A/B

FMTP

/ FT/FIC/FV-R10
7

1 4 1

HazOp (LOPA) -2

5 1.FT/FI
C/FV-
E201

2.

P-3710
A/B

3.LT/LI
C/LV-E
401

2.5E-1 0.1 1 1 0.1 1 2.5E-3 4E-3
(SIL 2)

1E-5
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IEC 61511 SIS

(SIF)

MCR
/IS-01

Causes:
FIRSA-R101

TIC-R107A~D/TI
C-R110A~D

Effects:
HV-R101

PV-E401 HV-
R102 HV-
R102B( )

Sensor:
Group 1:
FIRSA-R101 (1oo1)
Group 2:
TIC-R107A~D/TIC-
R110A~D (3oo8)
Group voting: 1oo2
Final actuator:
Group 1:
HV-R101 PV-E401 
(1oo2)
Group 2:
HV-R102 HV-R102B 
(1oo2)
Group voting: 2oo2

SIL 2
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(SRS) (1/4)

SIS 

SRS (2/4)
(PST)

• PST

• PST

• PST SIS

• SIF 1/2 PST
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SRS (3/4)
( / )

(trip point)

(energize) (de-energize)

SIS

SIS ( )

SIS 

SRS (4/4)
SIS ( BPCS )

/ /

SIS 

SIS 

SIS 
/ /
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IEC 61511 SIS
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SIL

SIL
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( Safe Failure Fraction, SFF )

SFF ( ): 
SFF = 0.9 

90%
IEC 61511-2 11.4 SFF SIS

(Hardware Fault Tolerance, HFT)

(HFT)

( )

HFT = N N+1 

HFT 
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1

HFT=0

2
1 

HFT=1 

3
2 

HFT=2 

3

(
) 1
( )

1 
HFT=1

HFT ( )

0 1 2

< 60 % SIL 1 SIL 2 SIL 3

60 % - 90 % SIL 2 SIL 3 SIL 4

90 % - 99 % SIL 3 SIL 4 SIL 4

99 % SIL 3 SIL 4 SIL 4

0 1 2

< 60 % Not 
allowed SIL 1 SIL 2

60 % - 90 % SIL 1 SIL 2 SIL 3

90 % - 99 % SIL 2 SIL 3 SIL 4

99 % SIL 3 SIL 4 SIL 4

(IEC 61508-2, Table 2 & 3)
SIL 

(SIL claim limit) (SFF) (HFT)
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IEC 61511 -

TIC-R107A~D
/TIC-R110A~D

(3oo8)

FIRSA-R101

1oo2 Logic solver
(SIL 3) 2oo2 

1oo2 

HV-R101

PV-E401

HV-R102

SIL 3

SIL 1

SIL 4

SIL 2

SIL 1

SIL 1

SIL 1
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SIL (Verification)
ISA TR84.00.02

• Sensor part:
PFDavg,s1 = PFDavg,s1,i + PFDavg,s1,ccf = 0 + 1/2 DU t 

=0.5 0.05 305 10-9 17520 = 1.34 10-4

PFDavg,s2 = 1/2 DU t = 0.5 3600 10-9 17520 = 3.15 10-2

PFDavg,s = PFDavg,s1 PFDavg,s2 = 1.34 10-4 3.15 10-2

= 4.22 10-6

• Logic Solver:
PFDavg,L = 1/2 DU t = 0.5 241 10-9 17520 = 2.11 10-3

• FE:
PFDavg,v1 = 1/3 ( DU1 DU2)t2 = 1/3 (3225 10-9 17520)2

= 1.06 10-3

PFDavg,v2 = 1/2 DU t = 0.5 1925 10-9 17520 = 1.69 10-2

PFDavg,v = PFDavg,v1 + PFDavg,v2 = 1.06 10-3 + 1.69 10-2

= 1.8 10-2

PFDavg = PFDavg,s + PFDavg,L + PFDavg,v = 4.22 10-6 + 2.11 10-3

+ 1.8 10-2 = 2.01 10-2

• SIL 2 ?

TIC-R107A~D
/TIC-R110A~D

(3oo8)

FIRSA-R101

1oo2 Logic solver
(SIL 3) 2oo2 

1oo2 

HV-R101

PV-E401

HV-R102

SIL 3

SIL 1

SIL 4

SIL 2

SIL 2

SIL 2

-2

1oo2 

HV-R102BSIL 2
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SIL -2

• PFDavg,v2 = 1/3 ((1- ) DU t)2 1/2 DU t
• = 1/3 (0.95 1925 10-9 17520)2 + 0.5 0.05 1925 10-9 17520
• = 3.42 10-4 + 8.43 10-4 = 1.19 10-3

• PFDavg,v = PFDavg,v1 + PFDavg,v2 = 1.06 10-3 + 1.19 10-3

• = 2.25 10-3

• PFDavg = PFDavg,s + PFDavg,L + PFDavg,v = 4.22 10-6 + 2.11
10-3 + 2.25 10-3= 4.36 10-3

•  SIL 2

This document is prepared with utmost care by the speaker, however, neither 
the speaker nor ACS shall be liable for any loss or damage arising out of 
unauthorized use or access to the contents hereof.
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